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(54) BIOMETRIC SECURITY PROCESS FOR AUTHENTICATING IDENTITY AND CREDIT CARDS, 
VISAS, PASSPORTS AND FACIAL RECOGNATION 

(57) The security processes and products are based 
on coded topological and/or biometric information. 
Coded topological data, corresponding to a security doc- 
ument comprising an image, may be printed on the doc- 
ument in order to the used for its authentication. It is thus 
possible to establish a relationship between an image 
and certain pattern features contained in a database, 
said relationship being used for the fabrication and 
authentication of security documents and for the facial 
recognition of individuals. 
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Description 

OBJECT OF iNVENTlQN 

This invention, as desaibed in the presentation of 
this descriptive report, refers to a biometric security sys- 
tem and authentication of identity cards, visas and pass- 
ports, as well as the face identity of the holder, whose 
purpose is to provide these Identification documents with 
univocal elements of identification and validation which 
will allow both the holder and these identity documents 
to be authenticated as genuine or false, If they have been 
fraudulently reproduced or handled, changing or replac- 
ing the identity, personal characteristics or face Image. 

To obtain this end a security or validation system has 
been designed, printing certain colored lines on the iden- 
tity document in the form of a grecque or filigrees which 
in a coded and univocal manner represent the topology 
of the actual card or kientity document in its most sensi- 
tive parts, so that when any attempt is made at repro- 
ducing or forging these identity documents, this 
fraudulent reproduction or handling is clearly and irrefu- 
tably revealed. 

The security validation which is object of the Inven- 
tion Is based on a double application in this proposal. 
First of all points are taken at random on the identity card 
or document using a parameter algorithm. The choice of 
these points will depend on parameters such as, for 
example, tiie birthdate of the holder, with will tiius Indi- 
vidualize tiie choice of these points by means of a scan- 
ner which analyses the colour of each point or its tones 
of grays, where these values are numerically coded and 
In turn assigned an equivalence to a specific colour. With 
this numeric or colour code which is printed on the card 
In the form of a grecque or filigrees of colored lines, an 
univocal code of tiie card or identity document is formed. 

In addition, the formation of a data base of mas- 
ter/pattern features is also object of the invention, which 
closely applies to tiie autiientication of the individuals 
and their identity documents or cards, where, by com- 
paring the zones of the face features, a syntiietic image 
of tiie individual can be obtained by adding the basic fea- 
tures that are taken from tiie data base on master/pattern 
features, which in turn allows a numeric code to be made 
and a translation into its equivalent colour code, so that, 
from what has been explained above, this numerical 
code or tiie colour line grecque is printed on tiie card or 
identity document as validation, completed with the addi- 
tional coloured lines that code tiie date of birth, christian 
name and surname with their first initials or in full. 

The invention makes It possible to use and make the 
two validation modalities compatible in one and the same 
top security identity document or card, and also the face 
Identity of the individuals who are the holders of tiiese 
identity documents. 

Closely related with the authentication of Individuals 
and tiieir identity documents or cards, a data base of 
master/jsattern features is formed where by comparing 
the areas of the face features, a synthetic image of the 



individual can be obtained by adding the basic features 
that are taken from the master/pattern features data 
base, which in turn allows a numeric code and translation 
in Its equivalent colour code, and, as mentioned above. 

5 tills numeric code or the grecque of coloured lines Is 
printed on tiie identity document or card as validation, 
and this is completed witii the additional coloured lines 
which code tiie date of birth, christian name and sur- 
names witii their first initials or in full. 

10 To procure maximum security In the production of 
these documents, the invention foresees that the docu- 
ment in question embody some special covers on which 
all the safety validations relating to pigments will be 
printed directiy, and also all the colour codes or filigrees. 

15 on the extrusion on their inner polyolefin or polypropyl- 
ene or low density polyetiiylene face and in this way, like- 
wise all the holder's personal data, face image that is 
obtained from the scanning and digitalization of the 
photo which the holder submits for each identity docu- 

20 ment, along witii tiie print of the hokler*s latent face 
image or of tiie holder's synthetic or composed face 
image. 

ANTECEDENTS QF THE iNVENHQN 

25 

There are a great deal of production systems and 
technologies for identity cards and credit cards, visas 
and passports, on all sorts of paper and plastic supports, 
and also based on photographic technique or on transfer 
30 of the holder's image by digitalized Impression, using 
micro-bubble jet injection printer or thermal-sublimation 
or by photo-electrostatic or electro-photographic impres- 
sion. 

All tiie makers of these identity documents or of the 

35 elements which form tiiem have placed great emphasis 
on the fact that the fraudulent handling of tiiese identity 
documents be made more difficult, and that the defolia- 
tion or separation of the layers that form a card or docu- 
ment for a fraudulent or criminal alteration should cause 

40 the irreversible destruction of the whole of the identity 
document so that it cannot be recomposed with another 
identity/personality other than that of tiie holder for which 
this identity document or card was legally issued. 
TTie market also contains a wide offer of phospho- 

45 rescent and fluorescent pigments to be incorporated on 
tiie layers that form tiiese identity documents or cards, 
which efficientiy render any attempt at photocopying 
original documents that have been manipulated to obtain 
a different identity to that of the holder, result in a repro- 

50 duction where tiie original colours have ostensibly 
changed, and in tills manner tiie fraudulent reproduction 
is avoided. 

However, tiie present state of the art of high resolu- 
tion colour digitizers and scanners today allows any sort 
55 of original document to be reproduced with very high col- 
our definition printers, which are difficult to distinguish 
from the original by pixel to pixel exploration and side- 
stepping tiie distortion effect of the fluorescent/phospho- 
rescent pigments which disguise tiie result of the 
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reproduction, by illuminating the original which is to be 
reproduced using a light that Is f Otered on the wave length 
on which this pigment is enabled. 

The biometric validation methods have until now 
hardly been used at all In both security and as means of s 
authenticating the card holder or Identity document 
holder and of the actual card as genuine or 
forged/manipulated. 

Moreover, neuronal network systems are rww avail- 
able on the market to identify pattern, and also fuzzy logic 10 
technologies. 

The major drawback of neuronal networks to gener- 
ically identify any kind of pattern, available on the market, 
lies fundamentally In the fact that once the pattern that 
are to be identified have been defined, the system Is then 75 
practically closed or incapable of recognizing any other 
new pattern which we wish to introduce, because 
depending on the complexity of the new pattern, the 
entire system must be restructured and reorganized in 
what is known as a "system training process", with a 20 
great loss of time. Translating this drcumstance and 
characteristic to a face identity use means that every time 
a new face of an individual must be introduced in tiie data 
base of this specific person's particular features, the 
other the data t>ase of features of other specific individ- 2s 
uals must be restructured in this "system training proc- 
ess". This operation may take a few minutes when this 
is used to identify a couple of hundred faces of individu- 
als. When this technology has to be used for groups of 
hundreds of thousands of individuals or millions of ^ces 30 
in what can be called "population system" use, it is not 
practical because it takes too long to reorganize and to 
recognize the features. 

PESCRIPTIQN QF THE INVENnQN 3s 

The procedure of this invention has been designed 
for the reasons that we have explained in the above 
chapter, and it foresees security valkiations and authen- 
tication of the actual identity card or document, as well 40 
as the holder. The procedure is also biometric and can 
be used in tiie authentication of each individual who 
forms a community within a population census or register 
data process system. 

To have reliable references when determining the 4s 
autiientidty or falseness of an identity card or an identi- 
fication document, and consequentiy its holder, we must 
establish a number of significant points that are univo- 
cally chosen, that is to say, based on the card's own 
parameters and on the identity of its holder and procure so 
the numeric significance of these points, depending on 
botii the topological nature of the identity card or docu- 
ment and on the biometric type, in otiier words, depend- 
ing on the face features of the holder's face image which 
is transferred on ttie card, and print tiie significance or $5 
equivalence of tiiese topological or biomet-ic points in 
numeric code or colour line on tiie card, so they form part 
of its information or of the identity document in an unal- 
terable way and in an univocal relation unknown, logi- 



cally, to any presumed or possible forgers of such 

documents. 

In respect of the data base of master/pattern fea- 
tures, tills foresees a comparison of the zones of the face 
features and a syrrthetic image or robot foce image of ttie 
Individual to be obtained by adding basic features taken 
from tills data base, which in turn allows a numeric code 
and a translation in their equivalent colour code; tiiis 
numeric code or grecque of colour lines are printed on 
tiie identity document or card as validation and are com- 
pleted with the additional colour bars or lines which code 
tiie date of birth, christian name and surnames, with their 
first initial fetters or in full. 

Another characteristic novelty is to proportion the 
document with an additional validation which will consist 
of printing the latent image that is obtained from the face 
or photographic image of the holder, or else from tiie 
impression of tiie hokier's latent face image where tiie 
original features have been replaced by others which are 
most similar to and coincide with the respective mas- 
ter^Dattern features contained tn the data base of refer- 
ence master/pattern features of the data process 
system. 

In addition, it is object of tiie invention to print, when 
applicable, tiie composed face image or synthetic Image 
taken from the original photograph of the holder on these 
identity documents, cards, visas and passports, using 
the systematic analysis of features, extraction of charac- 
teristics and their parametric/anthropometric points. 

BRIEF DESCRIPTION OF THE DRAWINGS 

To complete tiie description which we are going to 
give below, and to help understand better the character- 
istics of the Invention, a set of drawings Is enclosed with 
this descriptive report, which will be used to offer an eas- 
ier explanation of the innovations and advantages of the 
invention procedure. 

Figure 1.- Shows a reference configuration of an 
klentity document, credit card, visa or passport, where 
the face image of the holder is located, and tiie real or 
virtual window of the colour code. 

Rgure 2.- Shows a view of the possible significant 
points of the card which can be selected for a numerical 
code and tiieir translation on coloured line, concentrating 
tiie selection of these points on the holder's photograph. 

Rgure 3.- Shows the configuration of the real or vir- 
tual window of tiie translation on coloured tine of the 
numerical code number arising from significant points of 
the card and also tiie master/pattern features which 
mateh the holder's face image. 

Rgure 4.- Shows a possible face segment from 
which to take master features which can be used as ref- 
erence to form a data bank on master features, which in 
turn and based on tiiis face segment would analyze each 
basic feature of each individual and find their equiva- 
lence In the master/pattern features base, using the data 
base system tor face identity per computer/work station. 
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DESCRIPTION OF THE PREFERRED FORM OF EXE- 

Based on these figures, and specifically refen'ing to 
figure 1 , a possible optional configuration of a card 1 can 
be observed, identity card, credit card, visa or passport, 
where there are preiDrinted coloured ink security fili- 
grees, and where the face image 5 has been transferred 
by any procedure, whether photographic or printing by 
heat transfer/sublimation, or by colour printing of micro- 
bubble jet injection or by means of electro-photographic 
colour, on zone 2, of the holder of the canj or identity 
document. In addition the personal data 5' of the holder 
are printed on the identity document or card. The col- 
oured line code window 3 is determined and located any- 
where on the card. By way of example. It has been 
chosen just above the face image 5 of the holder, also 
foreseeing the printing of some marks 5 or references 
for centering the scanner/video camera of the face 
Image, and for seliecting significant points of the card. 

Once the nucleus 1 of that card has been produced, 
with all its elements as explained in figure 1, this card, 
and in particular the face image or photo 5. is digitalized 
using a scanner/video camera with CCD coloured image 
or line connected to a personal computer, where a pre- 
fixed and secret algorithm is fitted, which can be person- 
alized by parametrizing for each identity card, for 
example, using the holder's birthdate as personalized 
parameter. 

This description will describe the possibility of one 
of the multiple algorithms for selecting significant points 
of the card, with the help of figure 2. In this figure, the 
horizontal and vertical marks 4 can be observed, such 
that the computer, with the help of the algorithm, will vir- 
tually plot lines C-E and l-J as centnsil reference lines and 
although these are located precisely in the same place 
for all cards, they will cross the different face images of 
the other cards at different zones. The computer will also 
plot the other lines A-B, E-F, G-H and K-L, In terms of a 
distance that will be calculated between given limits 
which can be determined in a maximum range of several 
millimeters and following the birthdate parameter, so that 
the distances between lines will be different in one iden- 
tity card and another. The points of intersection that are 
obtained from these lines, which have been given the ref- 
erence numbers 6, 7, 8, 9. 10. 22. 12, 13 and 14, will also 
be different in one identity card and another, with the 
peculiarity that other points can be chosen with the 
cross-section of circles and straight lines, for example. 

Dependi ng on the type of scannerAndeo camera that 
is used to explore and digitalize the face image of each 
card holder, a characteristic colour and Its tones or grays 
and its shades can be established, with up to 256 tones 
in both cases, for each point that is chosen. This char- 
acteristic colour, that is attributed to each point that is 
chosen or scale of grays when the face image is in 
black/white, allows a numerical code for each point: for 
example, the international PANTONE colour numeration 
or any other that can also be applied as secret mode. 



This numeration of the selected points can be printed on 
the card, or else the equivalent colours in the form of a 
coloured line grecque, forming the real or virtual code 
window 3, printing with a printer that is connected to the 

5 personal computer as reported above, with a logical 
printing on card 1 in the manner that is given by way of 
example in figure 3. 

The real or virtual code window 3 is printed with sig- 
nificant lines 1 5 in different colours, depending on its top- 

10 ological position, and each one represents the 
identification weight or colour or grey tone of points 6 to 
1 4 that are selected . The window code is completed with 
lines whose different colours represent the christian 
name and surnames or initials, and also the birthdate. 

75 The filigrees or greoques of this window code are com- 
pleted with neutral lines 16which separate the significant 
coded lines 15. 

Window code 3 whether really marked on card 1 or 
virtually windowed, must be of suitable dimensions to 

20 allow the scannerA^deo camera to have redundant infor- 
mation about each significant line of the grecque so it 
can discriminate the colours with absolute precision. The 
recommended dimensions are for a length of approxi- 
mately 2.5 cm and a height of 2.5 to 3 mm. 

25 The code that is contained In the grecque with lines 
of window 3 or the equivalent numbering that is printed 
on the card, is a univocal means of authentication of its 
face image and of the actual card, so that Its holder is 
thus authenticated. 

30 It is then only necessary to run the reverse process, 
that is to say the code grecque of window 3 that has been 
explored by a scanner/video camera or directly the 
equivalent numerical code when this is printed on the 
kientity card, is compared with the one that is directly 

35 obtained in the choice of significant points by the scan- 
ner/video camera that is connected to tiie personal com- 
puter, by means of the parametrizable algoritiim, so that 
when the birthdate is introduced via the keyboard, this 
should coinckie with the numeric code 100%, thus vaii- 

40 dating and authenticating the holder and its Klentity doc- 
ument or card. If this does not coincide, this means that 
tiie holder's photograph or Image has been substituted 
or manipulated. 

The biometric modality of the invention is based on 

45 the use of a system of neural networks which will identify 
those which are today available on tiie market, but which 
are specifically adapted as is explained below for the pat- 
ent purpose. 

The formation of a facial recognition system which 
50 is object of tills patent, Is based on a scanner/video cam- 
era of CCD line or image, black/White or colour con- 
nected to a data process work station or a very powerful 
personal computer which in turn is connected to a high 
resolution colour printer, which may be micro-bubble or 
55 ink-jet injection , heat transfer/sublimation or photoelec- 
trostatic/electrophotographic transfer. The generic pro- 
gram of identification of pattern based on fuzzy 
logic/neural networks is located at tiie personal compu- 
ter/data process work station. 
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According to this invention then, the way that this 
technology is used, which is so practical and accurate In 
identifying generic patterns is modified, in the practical 
manner that is explained, with a specific end which is to 
reach the authentication of identity documents and cards 
and of the holder of each one, within a computerized pop- 
ulation system. 

It can be observed from figure 4 that the face image 
of the generic individual is divided up into different face 
zones, where the basic and fundamental features of any 
face are contained relating to hair 17. or forehead 18, or 
eyes and eyebrows 19, nose and ear 20, mouth 21 and 
chin 23. and also neck 22. In addition, and In the same 
way as the police "composite image" systems act by 
classifying the faces in a generic way, according to the 
anthropomorphic characteristics, these zones are In turn 
reclassified depending on whether this is a big-boned, 
round, triangular face, etc. 

This criterion is established and introduced in the 
data process system as initial basis of comparison or ref- 
erence as basic features. The comparison criteria is then 
introduced in the neuronal fuzzy logic network with suc- 
cessive face models to allow the system to distinguish 
which generic features of the real individuals are differ- 
ent, so that these features, within an ample group of real 
faces, either taken from photographs or video-images, 
or live, can be considered master/pattern features. 

The system which Is thus formed with hundreds of 
thousands of faces and millions, rf possible, depending 
on the extent of the nature of the final use which is 
wanted, Is fed with the scanner/video camera. 

The personal computer/data processing work sta- 
tion, with this comparison criteria exclusively takes just 
a 75% of the features that pertain to the segment that is 
established from each real face, so that no real fece, at 
the end of the process, is contained in the data base of 
master/|pattern features of the system. 

In a lengthy process, the data process system com- 
pares these face zones exhaustively with one another 
and establishes which features in each zone of the face 
and each Individual are precisely the same or very similar 
and which are different in the whole and which are 
obtained as different zone features within the entire unit 
that is analyzed, passing on to the master features base 
or reference features. 

The process can be repeated with faces of groups 
of Individuals of different races and attire and modalities, 
for exanple, with glasses of one kind or another, with 
beard in one form or another, with one hairstyle or 
another, etc., which enrich the data base of master/j3at- 
tern features of the system, which can cover over a thou- 
sand dozen different types. 

Each master/0attern feature In black and white or 
colour is given a specific number within this data base of 
master features, and the system which is then formed Is 
a facial recognition system with which a number of prac- 
tical uses are obtained, which form part of this invention 
and which are explained below. 



Any individual that is issued a card or identity docu- 
ment or credit document has his/her face image that is 
contained In the card digitalized with the scanner and 
also, if possible, live with video camera, so that the data 

5 process system can analyze the face segment conpar- 
ing the resulting feature with the master/pattern features 
contained in the master/jpattern features data base of the 
system. This on the one hand obtains a synthetic face 
image which characterizes and identifies this individual 

10 and which is represented on the monitor of the system 
computer in black/white or colour, and also obtains a 
numeric code which univocally characterizes this individ- 
ual who is the card holder or holder of the identity docu- 
ment. 

IS It has been explained above that the numeric code 
or its equivalent In coloured line code, Is printed directly 
on the identity document or card in the form of window 
3, with real or virtual frame, forming the coloured grecque 
which has already been described. Printing is done by 

20 the printer which is connected to the personal compu- 
ter/work station of the system or face identity. 

Also, the numeric code or numbering or the coloured 
line grecque of code window 3, printed on the card, 
allows the authentication of the card and its holder. Other 

25 coloured lines have been added to the coloured line code 
on the grecque which code the christian name and sur- 
names, and also the holder's birthdate. 

This numeration or equivalent of coloured lines of 
the grecque of window 3 is thus digitalized using scan- 

30 nerA^ideo camera and is compared with the code result 
when the computer analyses with its face identity sys- 
tem, the features of the photo or face image of the card 
with the master features that are obtained, taken from 
the data base on master features. When this comparison 

35 coincides completely, this shows that the card Is genuine 
and that Its face Image thus authenticates the holder. 

As side-product of ail this process which also forms 
the object of this invention, there Is the possibility of 
extending the facial recognition live, that is to say. using 

40 video camera via digitalized photography with scanner, 
both connected to the computer of individuals who form 
part of a determinate group whose factions/features 
have been analyzed and a numeric code of the mas- 
ter/j3attern features which identify and characterize them 

45 has been obtained, and which is contained in a data base 
on population or individuals wanted by the police, etc. 

In accordance with tiie improvements of the inven- 
tion, the photograph of a face image is suitably digitalized 
by scanner/video camera, obtaining a virtual biackAwhite 

50 face image with 64 to 256 grey tones. The resulting vir- 
tual image is then explored internally with the specific 
data process program, to detect the horizontal zone 
which provides the maximum frequency of Information. 
A Sobel operator or gradient and the like is tiien applied 

55 on the same virtual face image that has been obtained, 
using a determinate threshold of grays, obtaining a direct 
new virtual face Image with the respective contours- 
edges of the face and the resulting factions/features of 
the eyes, nose, mouth and chin, where applicable. The 
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computer determines the center point of the eyes and 
measures the length and width and also the position of 
the eyes, nose, mouth and chin, where applicable as 
anthropometric parameters. 

In addition, the characteristics which distinguish the 5 
face features are extracted with a specific data process 
program, so that the value of each pixel, in terms of the 
intensity of grays inside the rectangle of the selected 
information where the eyes, nose and mouth are 
described, is compared with a reference threshold, mak- 
ing the comparison with this data process program. The 
spacial composition and distribution of intensity of grays 
Is also determined with fuzzy logic/neural network tech- 
nology, obtaining space values with respective represen- 
tation of vectors. 

The master/pattern features contained in the refer- 
ence data base are submitted to the same process that 
has been mentioned above, so that from each mas- 
ter/pattern feature, the respective characteristic anthro- 
pometric parameters and spacial values will be obtained 
and the respective vectors, all of this to allow the com- 
parison of the features taken from any photograph of 
treated face image, to be established with regard to eyes, 
nose, mouth and chin, obtaining the equivalent mas- 
ter^ttern features in the reference data base which 
offer the most coincidence or similitude in respect of the 
initial face image. 

These master features are likewise printed on the 
identity card or document in question, where the numeric 
code or colour code Is also printed which con^esponds 
to the selected master/pattern features, and where print- 
ing is performed with the respective printer that is con- 
nected to the system computer. 

The computer program of the computer identifies the 
con-esponding angle and distances of almost 50 to 100 
most significant anthropometric points, depending on the 
type of face image, the edge or contour of the face relat- 
ing to the center point between eyes, so that with these 
distances and their respective angles, a conplete para- 
metric code Is obtained of the face image corresponding 
to the face in the initial photograph, by means of 400 to 
600 characters (bytes), such that these parameters 
which differentiate the face image are transmitted by the 
computer which has generated them; this transmission 
can be performed on conventional telecommunication 
lines to another computer located at the other end of the 
same transmission line, and this receiver computer 
receives these characteristic parameters base from 
which it faithfully reconstructs the initial face image, all 
based on the fact that this receiver computer has also 
available the same data base of master/j3attern features 
from which it obtains the master/pattern features relating 
to eyes, nose and mouth, corresponding to the code that 
is contained in the parameters that are received. 

in addition, the document in question is provided 
with an additional validation which consists of printing the 
latent image derived from the face or photographic image 
of the holder, or else printing this latent face image where 
the original features have been substituted with those 



which most ressemble and coincide with the respective 
master features contained in the data base of reference 
master features of the data process system. 

In addition, the printing, where applicable, of the 
composed face image or synthetic innage derived from 
the original photograph of the holder on these identity 
documents, cards, visas and passports is object of the 
invention, applying the systematic analysis of features, 
extracting characteristics anthropometric parameters 
and their parametric points. 

Latent face image is defined as the image obtained 
by digital scanning of the original photograph of the 
holder of the identity documents, visa, passport and 
which is synthetically printed in various colours or, pref- 
erably In just one colour, where the objective is to high- 
light the identity and similarity of this latent face image 
with the original, on these identity documents, because 
this is a duplication on these documents. 

The object of the invention furthermore consists a 
transparent polyester cover on whose inner face there is 
printing with reflector pigment ink and ink visible under 
UV light, and also the printing of a frame. On this same 
inner face an electric discharge is applied, followed 
straight away by hot deposit extrusion of a layer of low 
density polyethylene or polypropylene so that a fine 
sheet of copper or aluminium or else non-thermo-lami- 
nate plastic is applied ob this surface that is formed, and 
this sheet will be affected by complementary windows or 
spaces which coincide with the printed frames on this 
transparent polyester cover, all prior to performing a 
crown electric discharge, immediately after which a hot 
deposit of low density polyethylene or polypropylene is 
performed, optionally with mixture of collagen/gelatine, 
to absorb water soluble ink. 

The sheet of copper, aluminium or plastic is then 
removed, and an impression of ink, grecques, coloured 
filigrees, personal circumstances and also face image, 
latent face image and/or composed face image or 
derived synthetic face image is made on the last surface 
and directly. 

In addition, on this same surface and by way of an 
option, also in a specular manner, these face images col- 
our filigrees, etc., are printed, with either electrophoto- 
graphic printing or else photoelectrostatic printing, and 
even by conventional printing. 

As for the document in question, the nucleus of it will 
be formed on white paper or else white polyester or any 
other sort of white plastic or white printing and by way of 
an option it will include continuous printing lines, with the 
peculiarity that an electric crown discharge Is applied on 
both sides, followed immediately by hot extrusion of low 
density polyethylene or polypropylene, with complete hot 
thermo-lamination with the personalized covers as 
defined above. 

Claims 

1 . BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
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CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, which is based on the nucleus or sup- 
port of an Identity document or card, with coloured 
lines in the form of grecques or filigrees, and also 
the respective personal data and circumstances and 5 
with the face image of the holder transferred on it, 
and supported by the use of a color image CCD or 
a line color CCD scanner/video camera connected 
to its respective computer, essentially characterized 
because an exploration is done by means of the ro 
scanner, partially or completely digitalizing the sur- 
face of the identity document or card, where the 
computer, which embodies a parametrizable algo- 
rithm, selects a sequence of points according to 
aleatory parameters for each identity document or 75 
card, where this computer runs an analysis for each 
point chosen, of the colour tone of each point taken 
from the surface of the card including their face 
image, and where each selected point with its colour 
tone is likewise assigned a numerical code where, 20 
either as numerical code and printed on the partic- 
ular card, or in the fonn of coloured code lines, form- 
ing a grecque or filigrees the form of a frame or real 
or virtual code window on the actual card or identity 
document, this printing is performed by means of the 2s 
colour primer connected to the computer, based on 
a thermal transfer/sublimation technology or by col- 
our ink injection, electro-photographically or by dig- 
ital photography; with the peculiarity that the 
christian name, surnames and birthdate are also so 
coded in their equivalence to the respective colour 
code and printed on the real or virtual code window. 

BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 35 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with claim one, charac- 
terized because an exploration is made by scanner 
and the digitalization of the lines of the grecque of 
the real or virtual window of the card code is per- 40 
formed, comparing with the parametrizable algo- 
rithm located in the personal computer, whether the 
set of significant points selected for this card coin- 
cides in their resulting numeric code with the equiv- 
alent code of the colour lines of the grecque 45 
contained inthe real or virtual code window, showing 
the authenticity or falseness of the card, visa or 
passport. 

BIOMETRIC SECURITY AND AUTHENTICATION so 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with the above claims, 
characterized because a data base is formed of 
master/lpattern face features, which is used by way 55 
of reference to compare, code and identify faces, by 
means of a scanner / video camera in black^vhite or 
colour with image CCD or line CCD connected to the 
computer, which embodies a program based on 



neural network or fuzzy logic or image process tech- 
nologies which distinguishes the differentiating fea- 
tures from among thousands of faces in photograph 
or in video image, extracting the common ones as 
master/pattern reference features of this set or pop- 
ulation of faces, assigning each master/jpattern fea- 
ture a fixed and univocal colour code and a numeric 
code. 

4. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with the above claims, 
characterized because an analysis is performed by 
scannerA/ideo camera, of the fece features con'e- 
sponding to the face image contained in the Identity 
document or card, where the computer runs an anal- 
ysis of the basic features of this image, comparing 
them with the masteryjpattern features of the data 
base and obtaining a number of master/jsattern fea- 
tures which form on the terminal-screen a synthetic 
characteristic image of this individual and where the 
printer that is connected to the computer prints on 
the virtual or real code window, the coloured lines in 
the form of grecque or filigree, which unlvocally char- 
acterizes the holder of this identity document or 
card; it is furthermore foreseen that as an option the 
consequent numerical code can be printed. 

5. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with above claims, char- 
acterized because there is a digitalization by 
scanner of the real or virtual code window, the code 
lines of the identity document or card, from whose 
analysis the computer establishes the equivalence 
of the coloured lines with the respective master/pat- 
tern features, and it also decodes the christian 
name, surnames and birthdate. where the synthetic 
face image corresponding to these master features 
is represented on the screen of that computer, and 
where the synthetic face image shouki coincide with 
the face image of the identity document or card, and 
with the face of its holder. 

6. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with above claims, char- 
acterized because a comparison is made by 
computer of the live image taken of each individual, 
by means of video camera, regarding the basic face 
features of that individual with the master/pattern 
features of the system, giving that individual a con- 
sequent face code and the respective synthetic 
image, allowing the face to kJentified and recognized 
at any time with data process methods, because it 
is compared with this digitalized information of this 



13 



EP0 703 094A1 



14 



person, such that this face code complements the 
population or census record, or any other kind of 
specific data base. 

7. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with above claims, char- 
acterized because the face image of the holder of 
the identity card, credit card, visa, passport or pho- 
tograph of a police suspect, is digitalized by scan- 
ner/video-camera connected to a computer, where 
the black/white face image is automatically obtained 
with 64 to 256 tones of grays, and where an explo- 
ration of the face zones is performed using a special 
image processing computer program, detecting the 
horizontal zone which gives the maximum frequency 
of information corresponding to the eye region, 
where the position of the center point between the 
rectangular frames of each eye is obtained as cen- 
tral reference point, applying a gradient operator or 
edge extraction, for example (Sobel) on the virtual 
face image which is thus obtained, by means of a 
determinated threshold of grays, where a resulting 
face image is obtained where the contour edge of 
the face and the resulting factions/feature of eyes, 
nose and mouth is represented and where the back- 
ground of the hair has been suitably filtered and 
homogenized, such that the system corresponding 
to the data process program measures, on this vir- 
tual face Image, the length, width and position of the 
eyes, nose and mouth. 

8. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with claim 7, character- 
ized because the data process program extracts the 
characteristics which distinguish the face features, 
extracting the most marked edges, comparing the 
value of each pixel with a reference threshold in 
respect of the intensity of gray within the information 
rectangle selected where the eyes, nose, mouth and 
chin, if applicable, are defined, or else using fuzzy 
loglc/neuronal network technology, the spacial com- 
position and distribution of intensity of grays is deter- 
mined within the rectangles which frame the eyes, 
nose and mouth, obtaining space values with 
respective representation of intensity vectors. 

9. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with claims 7 and 8. char- 
acterized because the master/pattern features 
contained In the data base on reference features are 
repeatedly submitted to the process of claims 7 and 
8. where for each master/pattern feature, with a 
master size, their respective characteristic space 
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values are obtained and the respective anthropo- 
metric parametric vectors, so that for any face image 
photograph which is processed in this way. a com- 
parison will be established of its features taken in the 
form of anthropometric parameters relating to eyes, 
nose, mouth and chin, as the case may be. obtaining 
tiieir equivalent master features in the data base on 
reference features whose most coincident and sim- 
ilar anthropometric parameters are shown in respect 
of tiie initial face image and where tiiese master fea- 
tures are printed on the identity card, credit card, 
visa or passport, by tiie printer which Is connected 
to the computer, and also the numerical code or col- 
our code con-esponding to the selected master fea- 
tures. 



10. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 

20 OGNITION, in accordance with claims 7 to 9, char- 
acterized because tiie computer at all times 
reconstructs and reproduces the face image 
obtained from the operations corresponding to 
claims 7. 8 and 9, because a 50 to 100 most signif- 

25 icant points of the contour edge of the lace and 
anthropometric parameters are prefixed before- 
hand, measuring the distance and corresponding 
angle witii the data process program, from tiie mid- 
center point of the eyes, obtaining a parametric code 

30 of the face Image, corresponding to tiie face of the 
initial photograph, approximately 400 to 600 charac- 
ters /Bytes), where these parameters are transmit- 
ted by the computer which has generated them, via 
tiie conventional transmission line provided with the 

35 suitable modem, such that tiie computer which is 
located at the other end of tiiis transmission line will 
receive these characteristic parameters from which 
it will faithfully reconstruct the initial face image, and 
where this receiver computer will have the same 

40 data base of master/pattern features from which it 
obtains the master features relating to eyes, nose, 
mouth and chin, if applicable, con-esponding to tiie 
code contained in the parameters that have been 
received, 

45 

11. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with above claims, char- 

50 acterized because the respective document, identity 
card, visa and passport in question as double secu- 
rity validation prints the latent face image of the 
holder with the bubble jet printer, colour ink injection 
or by colour sublimation/heat transfer or laser fbur- 

55 chrome printing, electrophotographic printing or 
photo-electrostatic printing, in colour or blackMilte 
tones, connected to the computer where, as an 
option, the features relating to nose, mouth and eyes 
of tiiat latent image can be replaced by the selected 
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master features, so that the composed face image 
or derived synthetic Image can likewise be printed 
on these documents, made up of the said selected 
master/jaattern features and by the 50 to 100 char- 
acteristic parametric points of the face contour-edge 5 
which have previously been obtained, printing the 
numeric code on these documents, as an option, 
which relates to the master features selected or the 
colour code corresponding to them, or even both 
codes. 10 

12. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with daim 1 1 , character- is 
ized because they include a transparent polyester 
cover, on whose inner face there is printing with 
reflector pigment ink and ink visible to UV light, and 
where a frame is also printed and a crown electric 
discharge is performed on this inner face, followed 20 
straight away by extrusion by hot deposit of a layer 

of low density polyethylene or polypropylene, plac- 
ing over the surface which has thus been formed a 
fine sheet of copper, aluminium or non-thermolami- 
nable plastic, where windows have been performed 25 
corresponding to the frames printed on the initial 
transparent polyester cover, after performing an 
electric discharge, after which a hot deposit of low 
density polyethylene or polypropylene is made, as 
an option with a mixture of collagen/gelatine, to 30 
absorb the water soluble ink, after which the sheet 
is removed from the windows to perform an ink injec- 
tion print directly on the last surface that has thus 
been formed, printing grecques, colour watermarks, 
personal circumstances and face image, and also 35 
latent face image and/or composed or synthetic 
derived face image, foreseeing the option of printing 
on this surface and also In specular image, the face 
image, filigrees, grecques, with blackAvhite or 
colored print, either in an electro-photographic way 40 
or else photoelectrostatic way. or with conventional 
printing. 

13. BIOMETRIC SECURITY AND AUTHENTICATION 
PROCEDURE FOR IDENTITY AND CREDIT 4S 
CARDS, VISAS, PASSPORTS AND FACIAL REC- 
OGNITION, in accordance with claims 11 and 12, 
characterized because the nucleus of the document 

is made in white paper, white polyester or some 
other kind of white plastic, or printing including the so 
option of continuous or complementary or back- 
ground print lines, with the peculiarity that a crown 
electric discharge is performed on the surface of 
both sides, followed by a low density hot polyethyl- 
ene or polyethylene extrusion which fully thermo- ss 
laminates in a hot process with the personalized 
covers of the above claims. 



Annended dalnris 

(received by the International Office on 9 August 
1995 (09.08.95); claims 1-13 replaced by modified 
claims 1-13; new claims 14-21 included; (10 pages) 

1. Biometric security system for the manufacture of 
identity cards and credit cards, visas and passports, 
which starting from the nucleus or support of an 
identity card or document, with the conresponding 
personal data and with the face image of the holder 
transferred to the same, and supported by the use 
of a color image CCD or line color CCD scan- 
ner/video camera connected to its respective com- 
puter, essentially characterized in that an 
exploration is done by means of the scanner, par- 
tially or completely digitalizing the surface of the 
identity document or card, 

- the computer, which embodies a parametriza- 
ble algorithm, selecting a sequence of points 
according to aleatory parameters for each iden- 
tity document or card, said computer running an 
analysis for each point chosen, of the colour 
tone of each one of the points taken from the 
surface of the card including their face image, 
likewise assigining to each chosen point with its 
colour tone a numeric code that, either as 
numeric code, and printed on the particular 
card, or in the form of coloured code lines, form- 
ing a grecque or filigree the form of a frame or 
real or virtual code window on the actual card 
or identity document. 

or, alternately and according to a biomet- 
ric type. 

carrying out. by means of the scanner/video 
camera, an analysis of the face features con- 
tained on the Identity card or document, the 
computer carrying out an analysis of the basic 
features of said image, comparing them with the 
master/k>attern features of a data base and 
obtaining a series of master/pattern features 
that correspond to a characteristic synthetic 
image of that person, printing by the printer con- 
nected to the computer, on the virtual or real 
code window, the coloured lines in form of a 
grecque or filigree, which univocally character- 
izes the holder of the cited identity document or 
card; it optionally being provided for that the 
resulting numerical code is printed; 
performing said printing by a colour printed con- 
nected to the computer, based on a thermal 
transfer/sublimation technology or cy colour Ink 
injection, electro-photographically or by digital 
photography. 

2. A procedure according to claim 1 characterized in 
that the computer that embodies a parametrizable 
algorithm, selects a sequence of points according to 
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aleatory parameters for each identity card or docu- 
ment, said computer running for each chosen point 
an analysis of colour tone for each one of the points 
\aken from the surface of the card including the face 
Image, likewise assigning to each chosen point with 5 
its colour tone a numeric code that, either as a 
numerical code, and printed on the particular card, 
or in the form of coloured code lines, forming a 
grecque or filigree in the form of a frame or real or 
virtual code window on the identity card or document w 
ftself. 

3. A procedure according to claim 1 , characterized in 
that by means of the scanner/video camera, analy- 
sis is made of the face features corresponding to the is 
face image contained on the identity card or docu- 
ment, said computer running an analysis of the basic 
features of said image, comparing them with the 
master/ksattern features of a data base and obtaining 

a series of standard features that correspond to a 20 
synthetic image characteristic of that person, print- 
ing with the printer connected to the computer, on 
the virtual or real code window, the colour lines in 
form of a greoque or filigree, that univocally charac- 
terize the holder of the cited identity card or docu- 25 
ment; it being provided for that optionally the 
resulting numeric code is printed. 

4. A procedure according to claim 3. characterized in 
that a series of master/jpattern features that form on 30 
the screen of the computer a synthetic image char- 
acteristic of the person is okitained. 

5. A procedure according to any of the above claims, 
characterized in that the nucleus or support of the 35 
identity card or document is provided with colour 
lines in the form of greoques or filigrees. 

6. A procedure according to any of the above claims, 
characterized in that the Christian name, surnames 40 
and birthdate are likewise coded in their equivalency 

to the corresponding colour code and printed on the 
real or virtual code window. 

7. A procedure according to any of the above claims. 4S 
characterized in that on the identity card or docu- 
ment a latent image con'esponding to the digitalized 
image of the holder is printed. 

8. A procedure according to claim 7, characterized by so 
also printing on the identity card or document the 
synthetic image or a latent image with certain fea- 
tures replaced by the conresponding master/jDattern 
features. 

55 

9. A process for authentication of an identity or credit 
card, visa or passport canried out according to the 
procedure according to any of the claims 1-8, char- 
acterized in digitalizing by means of a scanner, the 
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real or virtual code window, the code lines of the 
identity card or document, of whose analysis the 
computer establishes the equivalency of the colour 
lines with the master/pattern features to which they 
correspond, representing on the screen of said com- 
puter the synthetic face image con'esponding to said 
master/pattern features, whose synthetic face 
Image should coincide with the facial image of the 
identity card or document and with the face of the 
holder of the same. 

1 0. A procedure for authentication according to claim 9, 
characterized in that it decodes the Christian name, 
surnames and t)irthdate. 

1 1 . A procedure for authentication of an identity or credit 
card, visa or passport carried out according to the 
procedure according to any of the claims 1 -8, char- 
acterized in that the cited numbering or equivalent 
of the colour lines of the grecque of window (3) is 
digitalized by a scanner/video camera and is com- 
pared with the resulting code that is to be analysed, 
by the computer with its facial recognition system, 
the features of the photo or face image of the card 
with the master/pattern features that are given rise 
to. removed from the data base of tiie master/jDattern 
features, the full coincidence being in tiiat compari- 
son which shows that the card is authentic and the 
face image of the same thus authenticates tiie per- 
son of the holder. 

12. A process for authentication of an identity or credit 
card, visa or passport carried out according to the 
procedure according to claim 2, characterized in that 
exploration is made by the scanner and the digitali- 
zation of the lines of the grecque of the real or virtual 
window of the card code is performed, comparing 
with the parametrizable algorithm located in the per- 
sonal computer, whether the set of significant points 
selected for this card coincides in their resulting 
numeric code with the equivalent code of the colour 
lines of the greoque contained in the real or virtual 
code window.showing tiie authentiicity or falseness 
of the card, visa or passport. 

13. A procedure of fecial recognition characterized in 
tiiat it comprises 

- comparative data process analysis of an origi- 
nal face image and a data base of master/jpat- 
tern features, obtaining as a result a numeric 
code that relates the face image with certain 
master/ksattem features. 

14. A procedure of facial recognition according to claim 
13, characterized in that the numeric code is printed 
on the identity document 
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1 5. A procedure for facial recognition according to claim 
13 or 14 chracterized in that a synthetic image cor- 
responding to the master/pattern features corre- 
sponding to the numeric code is printed on the 
identity document s 

16. A procedure for facial recognition according to any 
of the claims 13-1 5, characterized in that it includes 
live facial recognition with a video camera, or by a 
photograph digitalized by a scanner, both connected io 
to a computer, of persons that form part of a specific 
group whose factions have been analyzed and the 
numeric code corresponding to the master/pattern 
features corresponding to each person has been 
obtained, this code being contained in a data base, is 

17. A procedure for facial recognition according to any 
of claims 13-16, characterized in that of the live 
image taken of each person, by a video camera, the 
basic features of said person are conpared by the so 
computer with then master/f^attern features of the 
system, assigning to said person a resulting face 
code and the corresponding synthetic image, allow- 
ing at any moment facial recognition and identifica- 
tion, by data process methods means, of that 2s 
person, upon being compared with said digitalized 
information, in such a way that this face code com- 
plements the population or census record, or any 
other type of specif ic data base. 

30 

18. A data processing procedure of face image for use 
in connection with the procedure according to any 
of the above claims, characterized in that the face 
image of the holder of the identity document, credit 
card, visa, passport or the photograph of a police 3s 
suspect is digitalized by a scanner/video-camera 
connected to a computer, automatically obtaining a 
blackAA^hite face image with 64 to 256 tones of gray, 
where an exploration of the face zones is performed 
using a special image processing computer program 40 
detecting the horizontal zone which gives the maxi- 
mum frequency of information corresponding to the 
eye region, where the position of the center point 
between the rectangular frames of each eye is 
obtained as a central reference point, applying a gra- 4S 
dient operator or edge extraction , for example 
(Sobel) on the virtual face image which is thus 
obtained, by means of a determined threshold of 
grays, where a resulting face image is obtained 
where the contour edge of the face and the resulting so 
factions/feature of eyes, nose and mouth is repre- 
sented and where the background of the hair has 
been suitably filtered and homogenized, such that 

the system corresponding to the data process pro- 
gram measures, on this virtual face image, the ss 
length, width and position of the eyes, nose and 
mouth. 



1 9. A procedure according to claim 1 8, characterized in 
that the data process program extracts the charac- 
teristics which distinguish the face features, extract- 
ing the most marked edges, comparing the value of 
each pixel with a reference threshold in respect of 
the intensity of gray within the information rectangle 
selected where the eyes, nose, mouth and chin, if 
applicable, are defined, or else using fuzzy 
logic/neuronal network technology, the spatial com- 
postion and distribution of intensity of grays is deter- 
mined within the rectangles which frame the eyes, 
nose and mouth, obtaining space values with 
respective represerttation of intensity vectors. 

20. A procedure according to claim 1 9, characterized in 
that the master/pattern features contained in the 
data base on reference features are repeatedly sub- 
mitted to the process of claims 1 8 and 1 9. where for 
each master/^attern feature, with a master size, their 
respective characteristics space values are 
obtained and the respective anthropometric para- 
metric vectors, so that for any face image photo- 
graph which is processed in this way. a comparison 
will be estat)lished of its features taken in the form 
of anthropometric parameters relating to eyes. nose, 
mouth and chin, as the case may be. obtaining their 
equivalent master features in the data base on ref- 
erence features whose most coincident and similar 
anthropometric parameters are shown in respect of 
initial fece image and where these master features 
are printed on the identity card, credit card, visa or 
passport, by the printer which is connected to the 
computer, and also the numeric code or colour code 
corresponding to the selected master features. 

21. A procedure according to claim 20, characterized in 
that the computer at all times reconstructs and 
reproduces the face image obtained from the oper- 
ations corresponding to claims 18, 19 and 20, 
t>ecau8e a 50 to 100 most significant points of the 
contour edge of the face and anthropometric param- 
eters are prefixed beforehand, measuring the dis- 
tance and conesponding angle with the data 
process program, from the mid-center point of the 
eyes, obtaining a parametric code of the face image, 
corresponding to the face of the initial photograph, 
by approximately 400 to 600 characters (Bytes), 
where these parameters are transmitted by the com- 
puter which has generated them, via the conven- 
tional transmission line provided with the suitable 
modem, such that the computer which is located at 
the other end of this transmission line will receive 
these characteristic parameters from which it will 
faithfully reconstruct the initial face image, and 
where this receiver computer will have the same 
data base of master/pattern features from which it 
obtains the master features relating to eyes, nose, 
mouth and chin, if applicable, con^esponding to the 
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code contained in the parameters that have been 

received. 
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